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Aims Electronic health records play a crucial role in modern healthcare by providing users and 
healthcare providers with comprehensive medical information. However, the implementation 
of EHR systems involves a complex balance of advantages and challenges. This study examined 
the strengths, weaknesses, potential benefits, and challenges related to the implementation of 
electronic health records.
Instrument  & Methods This cross-sectional survey was conducted from May to September 
2023, involving 63 electronic health record managers and 110 practitioners from health centers 
in Mazandaran province. A purposive sampling technique was employed, utilizing a specially 
designed questionnaire to evaluate different aspects of electronic health records, including 
their strengths, limitations, potential benefits, and possible risks. The data analysis included a 
combination of descriptive and analytical statistics. 
Findings The participants had an average age of 40.48±9.14 years. Electronic health record 
managers highlighted the rapidity and effectiveness of information access, as well as the smooth 
exchange of electronic data, as major advantages of electronic health record implementation. 
Noted weaknesses included a heavier workload for healthcare providers and inadequate 
equipment for EHR functionality. The potential for achieving system integration and improving 
access to health sector statistics was identified. Nevertheless, there were concerns regarding 
the security of patient information and difficulties in developing and implementing appropriate 
software.  
Conclusion The success of electronic health record implementation depends on a thorough 
understanding of its various aspects, including strengths, weaknesses, threats, and 
opportunities. 
 Keywords Electronic Health Record; Healthcare; Health; Iran  
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Introduction 
According to the World Health Organization (WHO), 
“eHealth” refers to the safe and efficient use of 
information and communication technologies (ICTs) 
in healthcare, including activities, such as health 
surveillance, health literature, health education, and 
knowledge and research [1]. Considering the rapid 
progress of information technology (IT) and the vast 
capabilities of electronic health records (EHRs), it is 
inevitable that EHRs will soon prevail in medical 
treatment, supplanting conventional paper records 
and becoming the principal method of 
communication for patient-related matters [2, 3]. An 
EHR is a systematic collection of health data about 
individuals and populations, stored in a digital format 
[4, 5]. EHRs may include a range of information, 
including demographic details, medical history, 
medication and allergy records, immunization status, 
laboratory test results, radiographic images, vital 
signs, personal attributes such as age and weight, and 
billing data [4, 6]. 
EHRs offer many advantages, including enhanced 
healthcare quality [7-9], heightened customer 
satisfaction [10], timely access to data [11, 12], 
availability of diverse clinical data [13], efficient 
storage and retrieval of medical history, improved 
healthcare system efficiency [13, 14], cost reductions, 
decreased medication errors, improved data 
accessibility and tracking, and enhanced clinical 
outcomes [7, 11, 15]. The literature has described the 
problems related to the adoption and 
implementation of EHRs, despite their numerous 
merits [16, 17]. The challenges pertain to the integrity 
and availability of healthcare data, as well as the 
potential risks to patient safety, information privacy, 
user resistance, limited technological knowledge, and 
inadequate computer skills [18]. These challenges may 
also contribute to the disparity between developing 
and developed countries [19]. 
Iran’s healthcare system has seen significant 
progress with a focus on providing widespread 
access to healthcare services. In 2007, the Ministry of 
Health introduced SEPAS, a national initiative aimed 
at developing a comprehensive EHR system and 
creating a unified health information network across 
the country. SEPAS serves as an extensive EHR 
system used nationwide in Iran, centralizing patient 
information from various hospital visits into a unified 
database [20]. Hospital information systems transmit 
patient data to SEPAS, encompassing demographic 
details, diagnoses, procedures, para-clinical findings, 
and financial information. The Ministry of Health’s 
databases retain this data for future reference. The 
software infrastructure is decentralized, with SEPAS 
nodes situated at various medical university facilities 
nationwide. Hospitals affiliated with these 
universities share health information through their 
respective SEPAS nodes [21]. Presently, around 15 
years after 2008, Iran has successfully shifted from 

lacking an electronic EHR system to attaining 
comprehensive coverage across the entire nation. 
However, the extent of success achieved by this 
project remains uncertain [20]. 
Previous research examining the efficacy of EHRs has 
identified a necessity for enhancing the EHR system 
[22]. There is a limited number of studies that have 
been carried out to thoroughly assess EHRs in Iran. 
Asadi et al. [23] analyzed the SEPAS project and 
concluded that it lacked adequate consideration of 
essential resources and requirements, leading to an 
inability to meet its intended goals. Despite this, there 
has been minimal exploration of viewpoints 
regarding the effectiveness of EHRs, even though 
potential deficiencies could impact decisions on their 
implementation. Therefore, there is a research gap in 
evaluating the efficacy of SEPAS within hospital 
environments. With the increasing importance of the 
SEPAS system in Iran and the substantial financial 
investments made by the Ministry of Health for its 
advancement, it is vital to assess the success of 
SEPAS. 
The strengths, weaknesses, opportunities, and 
threats (SWOT) analysis is a valuable tool that 
healthcare organizations can utilize for any health-
related project. This is because different groups 
within the organization often have varying goals, 
interests, and needs. Healthcare providers use SWOT 
analysis for strategic planning in all areas of 
healthcare. This form of analysis is now considered 
an essential component of situational analysis due to 
its simplicity, comprehensibility, and relevance in all 
types of organizations [24].  
Iran must understand the SWOT elements related to 
the deployment of EHRs as it aims to align its 
healthcare infrastructure with global norms [25]. In 
recent years, Iran’s EHR system has been 
implemented; however, there is a lack of detailed 
information on its effectiveness, especially in the 
northern regions of the country. This study examined 
the SEPAS project from two viewpoints, including 
strengths and weaknesses, and opportunities and 
threats related to EHR implementation as perceived 
by healthcare practitioners and managers. The study 
outcomes are expected to assist policymakers, 
managers, and healthcare professionals in identifying 
obstacles, areas for improvement, opportunities, and 
strengths. Through this initiative, despite limited 
staffing and financial resources, enhanced efficiency 
and quality improvements in healthcare services are 
anticipated. 
 
Instrument and Methods 
Sampling and participants 
This cross-sectional study was conducted from May 
to September 2023, involving managers (n=63) and 
practitioners (n=110) of EHRs. Using purposive 
sampling methods, the participants were selected 
from the health centers of Mazandaran province. The 
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inclusion criteria for participation in this study 
included familiarity with EHRs, having at least five 
years of clinical or administrative work experience, 
and knowledge of the process of recording and 
processing hospital information. Managers and 
practitioners were excluded if they answered less 
than 100% of the questionnaire questions. Mirani et 
al.[26] showed that the mean importance level of 
technical obstacles in the creation and 
implementation of the electronic health file was 
higher than that of all other obstacles (71.00±20.31). 
Considering the measurement error (d) of five units, 
the first type error (α) of 5%, the test power (1-β) of 
90%, and using the following formula, at least 173 
samples were considered. 
 

𝑛𝑛 =
(𝑧𝑧1−𝛼𝛼/2 + 𝑧𝑧1−𝛽𝛽)2 ∗ 𝜎𝜎2

𝑑𝑑2
 

 
Data collection  
Sociodemographic characteristics  
This study collected socio-demographic 
characteristics, including age, gender, work history, 
education level, and familiarity with EHRs. 
SWOT Scale  
The SWOT Scale developed by Shahmoradi et al. [6, 25] 
was used for data collection. The validity of the 
questionnaire was confirmed based on content 
validity and face validity, respectively, by using valid 
scientific texts and obtaining the opinions of ten 
experts in the fields of health information 
management and technology and medical 
informatics. The reliability of the scale was 
determined by calculating the internal consistency 
(α=0.93). This questionnaire consists of 30 Likert-
type questions with five possible answers. There are 
eight questions about strengths, seven questions 
about weaknesses, seven questions about 
opportunities, and 8 questions about threats [6, 25]. 
The reliability of the scale was determined to be 0.89 
for the present study.  
Data analysis 
Data were analyzed using SPSS version 23 p<0.05. 
Descriptive statistics were employed to report the 
frequency, percentages, and means for summarizing 
the characteristics of the individuals. To assess each 
question a scale ranging from one to ten was used to 
evaluate the significance of each question in relation 
to the EHR, with one indicating a lack of importance 
and ten denoting utmost importance. The weight of 
each factor was derived by summing the scores of one 
question across all questionnaires and dividing that 
total by the score of all factors. The responses were 
measured on a five-point scale, with a score of one 
indicating basic weakness and a score of five 
indicating excellence. The mean score was 
determined by calculating the average of these 
numbers. The weighted score was calculated by 
multiplying the weight by the mean. Ultimately, 
through the implementation of a weighted score, 

questions with higher scores are considered to have 
a greater level of importance.  
The data are available upon reasonable request from 
the corresponding author. 
 
Findings 
The majority (87.3%) of interviewees were female, 
and most (34.9%) were between the ages of 41 and 
50, with a bachelor’s degree (36.5%). In terms of 
work experience, 61.8% of participants had fewer 
than 15 years of experience, and 84.1% reported a 
high level of familiarity with EHRs (Table 1).  
 
Table 1. Frequency of the demographic characteristics of 
participants  
Parameter  Values  
Gender  
Male  22(12.7) 
Female 151 (87.3) 
Age group (year)  
≤31 30(17.5) 
31-40 55(31.7) 
41-50 60(34.9) 
>50 28(15.9) 
Education  
Diploma 19(11.1) 
Associate degree 8(4.8) 
Bachelor's degree 63(36.5) 
Master’s degree  39(22.2) 
PhD 41(23.8) 
Post-doctorate 3(1.6) 
Work experiences (year)  
<15 107(61.8) 
15-25 50(28.9) 
>25 16(9.2) 
Familiarity with electronic health records  
To some extent 28(15.9) 
Totally 145(84.1) 
 
The most important issues were “timely and fast 
access to information” (weight score=0.1007) and 
“electronic exchange of information and participation 
in medical care” (weight score=0.0879), while the 
least important strength was “ability of computer 
analysis and interpretation” (weight score=0.0713; 
Table 2). 
 
Table 2. Strengths of implementing electronic health records 

Parameter  Weight Mean Weighted 
score Rank 

Increasing the speed of 
service delivery 0.033 2.22±0.79 0.0733 7 

Detailed record of 
services provided 0.036 2.44±0.86 0.0878 3 

Electronic exchange of 
information and 
participation in medical 
care 

0.035 2.51±0.86 0.0879 2 

Computer analysis and 
interpretation capability 0.033 2.16±0.74 0.0713 8 

Store information in a 
small volume 0.034 2.43±0.77 0.0826 6 

Reducing diagnostic tests, 
including repeated tests 0.034 2.52±1.00 0.0857 4 

Timely and fast access to 
information 0.038 2.65±0.90 0.1007 1 

Prevention of medical 
errors 0.036 2.37±0.99 0.0853 5 
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Table 3. Weaknesses of implementing electronic health records 

Parameter Weight Mean Weighted 
score Rank 

Jeopardizing employee 
employment with 
electronic health records 
(EHR) implementation 

0.025 1.84±1.11 0.0460 7 

Imposing a lot of work 
discipline on employees 
and controlling them 

0.033 2.38±0.91 0.0785 4 

Increasing the workload 
of healthcare providers 0.036 2.87±1.07 0.1033 1 

Time-consuming and 
dif�icult to connect the 
information in the old 
systems with the new 
systems 

0.033 2.52±0.98 0.0832 3 

Lack of necessary and 
appropriate equipment 
and hardware for the 
implementation of 
electronic health records 

0.036 2.78±1.04 0.1001 2 

No quick pro�it 0.033 2.22±1.05 0.0733 5 
Creating typing problems 
by the secretary 0.029 2.19±1.11 0.0635 6 

 
The most significant weaknesses were “increasing 
the workload of healthcare providers” (weight 
score=0.1033) and “lack of necessary and suitable 
equipment and hardware for the implementation of 
EHRs” (weight score=0.1001), while the least 
important weakness was “putting the job positions of 
employees at risk with the implementation of EHR” 
(weight score=0.0460; Table 3). 
 
Table 4. Opportunities to implement electronic health records  

Question (opportunities) Weight Mean Weighted 
score Rank 

Semantic coordination 
and content 
communication between 
different internal and 
external parts 

0.031 2.19±0.98 0.0679 6 

Being able to be cited as a 
legal document about the 
type of service provided 

0.034 2.37±1.10 0.0806 3 

Achieving the integrity of 
the entire system 0.036 2.43±0.93 0.0851 1 

More access to all kinds of 
health sector statistics 0.035 2.35±1.05 0.0846 2 

Used as a major 
educational resource for 
physicians and public 
service providers 

0.033 2.30±0.93 0.0759 5 

Information sharing 
between health service 
providers and better 
information management 

0.033 2.38±1.05 0.0785 4 

Accurate registration of 
services provided to the 
individual to make 
�inancial refunds 

0.032 2.03±0.97 0.0650 7 

 
The most important opportunities included 
“achieving integration in the entire system” (weight 
score=0.0851) and “greater access to all types of 
statistics in the health sector” (weight score=0.0846), 
while the least important opportunity was 
“accurately recording the services provided to 

individuals to facilitate financial reimbursements” 
(weight score=0.0650; Table 4). 
The most significant threats included “unauthorized 
access to patient information” (weight score=0.0965) 
and “problems related to programming and 
providing software according to needs” (weight 
score=0.0943), while the least important threat was 
“resistance of doctors and other clinical staff to the 
use of EHRs” (weight score=0.0594; Table 5). 
 
Table 5. Threats of implementing electronic health records 

Parameter  Weight Mean Weighted 
score Rank 

Unauthorized access to 
patient information 0.033 1.92±1.08 0.0965 1 

Problems related to 
programming and 
providing software 
according to needs 

0.031 2.27±1.02 0.0943 2 

Absence of a national 
standard glossary for 
creating electronic health 
records 

0.030 1.98±1.13 0.0634 7 

Lack of specialized human 
resources 0.036 2.68±1.09 0.0704 5 

Resistance of doctors and 
other clinical staff to the 
use of electronic health 
records 

0.031 2.14±1.05 0.0594 8 

Healthcare providers' 
limited awareness of the 
bene�its of electronic 
health records 

0.033 2.22±0.92 0.0663 6 

Lack of funds for the 
design, implementation, 
and use of electronic 
health records 

0.036 2.62±1.23 0.0733 4 

Lack of strategic planning 
in the �ield of electronic 
health records 

0.034 2.43±1.08 0.0826 3 

 
Discussion 
This study examined the use of SWOT analysis in EHR 
systems in hospitals affiliated with the Mazandaran 
University of Medical Sciences. The results 
highlighted the importance of evaluating various 
administrative, technical, financial, and 
organizational aspects when planning for EHR 
system implementation. 
The most important strengths of implementing the 
EHRs were “timely and fast access to information” 
and “electronic exchange of information and 
participation in medical care.” Consistent with the 
results of our study, the authors of a study conducted 
in hospitals affiliated with the Tehran University of 
Medical Sciences [25] reported that timely and fast 
information access is the most significant strength. In 
line with our study, another recent systematic 
analysis of the literature revealed that the primary 
factors promoting the adoption and utilization of 
EHRs are access to comprehensive information and 
the availability of accurate, error-free data [11]. 
Shahmoradi et al. found that preventing medical 
errors is the lowest strength; however, in our study, 
the ability to analyze and interpret information using 
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computers was identified as the lowest strength [25]. 
Therefore, training programs should focus on 
teaching healthcare professionals how to effectively 
analyze and interpret information using computer 
systems so that they can confidently navigate and 
extract valuable insights from EHR platforms. 
Shahmoradi et al. [25] reported that a notable 
limitation of the EHR program implementation is the 
lack of a suitable infrastructure for EHR 
implementation. Our study highlighted several areas 
that require attention, including the heavy workload 
on healthcare providers and the insufficient 
equipment and hardware for EHR implementation. 
In Abbasi et al.'s research, the majority of users 
emphasize the importance of addressing technical 
infrastructure, data security, and system support 
before implementation. The current system lacks 
adequate facilities for interfacing with other 
information systems, potentially impacting its 
efficiency. Additionally, there is a lack of developed 
programs to support the system or ensure data 
security [27]. Consistent with this study, another study 
[28] has also discovered that physicians remain greatly 
concerned about the usability and workload 
associated with EHRs. Furthermore, Abbasi et al. 
reported that some users identify an excessive 
workload as a primary factor for the non-utilization 
of the system [27]. Therefore, it is crucial to prioritize 
investments in robust technological infrastructure 
and provide healthcare facilities with the necessary 
hardware and equipment. Additionally, strategies 
should be developed to address design flaws and 
promote innovation, ultimately improving the 
usability of EHR systems and reducing physician 
workload [29].  
These efforts could lead to the successful 
implementation of EHRs in Iran.  
We discovered that enhancing integration across the 
entire system and improving access to various 
healthcare statistics presented significant 
opportunities. Conversely, the precise recording of 
services for financial reimbursements was 
considered less crucial. In contrast to our results, 
Shahmoradi et al. [25] reported that information 
sharing among healthcare providers and improved 
information management are key opportunities in 
EHR implementation. Participants also emphasized 
the EHR’s potential as a training tool for medical 
professionals and the importance of accessing 
diverse health data. Moreover, other studies indicate 
that physicians serve as important facilitators and 
gatekeepers by motivating patients and enhancing 
their awareness of EHRs [30, 31]. By integrating the key 
opportunities identified in our research, healthcare 
systems can optimize EHR implementation, 
promoting enhanced integration, effective 
information management, and customization to meet 
their unique needs. 
Shahmoradi et al. [25] have highlighted the challenges 
faced in the implementation of EHRs, such as the 

absence of strategic planning and resistance from 
clinical staff, while the lack of national standard 
terminology is a lesser concern. In our study, issues, 
like unauthorized access to patient information and 
software that does not meet user needs were 
identified as crucial challenges. Patient privacy risks 
due to the expansion of e-health technology were also 
noted, causing increased patient concern. Griesser et 
al. declared that certain French participants raise 
concerns about data security at different stages, 
including collection, transmission, and storage. 
According to one participant, “I am unable to 
safeguard my data privacy. I cannot control the 
exposure of my personal information; we witness 
instances, like the Facebook scandal daily, and it 
seems unstoppable” [32]. Policymakers are working 
toward enhancing security and privacy measures, 
including the requirement for audit trails in EHR 
systems to effectively monitor access to patient 
records [3, 13]. 
One limitation of this study is the paucity of previous 
research in this area, making it difficult to benchmark 
our findings. Self-reported data were used in this 
study, potentially introducing bias related to memory 
lapses or participant preferences in their responses. 
Furthermore, as this research was conducted in a 
single province, there is a need for more extensive 
national-level studies in the future to provide 
broader insights. This study highlights the 
significance of various factors in achieving success in 
implementing EHRs in Mazandaran University 
hospitals. Therefore, increased support in managing 
personnel workload, maintaining infrastructure, and 
organizing essential training workshops for medical 
staff and personnel in this field could potentially lead 
to greater success. 
 
Conclusion 
The success of HER implementation depends on a 
thorough understanding of its various aspects, 
including strengths, weaknesses, threats, and 
opportunities.  
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